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Objective & brief mapping

The brief asked for a CTF platform. | built a working Flask app where players register, download
challenge artifacts, submit flags, and compete on a live scoreboard, shipping 8 self-contained
challenges across crypto, web, forensics and reversing — each with a known flag and provably
solvable. Security was first-class: parameterised SQL, Argon2, hashed-flag comparison, CSRF, XSS
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CTE Platform escaping, rate-limited submission, and an admin-only editor.
Flask CTF: 8 solvable Architecture
challenges, hardened The Flask factory exposes register/login (Argon2), a dynamic challenge list, auth-gated artifact
T —— downloads, rate-limited flag submission (SHA-256 hashed comparison), and a scoreboard ranked by
AT A GLANCE points then earliest last-solve. seed.py builds artifacts deterministically and loads hashed flags;
docker-compose provides the brief's nginx/gunicorn/postgres stack.
8 register/login (Argon2) -> Flask -> SQite (paraneterised)
Challenges POST /subnmit -> rate-limt -> SHA-256(fl ag)==stored?

dynam c decay scoring + first-blood -> /scoreboard

4
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Scoreboard
yes (auto-solved)

All solvable

User
alice
bob

carol

SHA-256 only
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5/30s
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11/11

Recorded tests

no (argon2)
Re-run here Live scoreboard render (results/scoreboard_screenshot.png).

VERDICT Reproduction & artefacts

Everything below was produced by the project's own code in this container (or is the project's recorded
DEPENDENCY UNAVAILABLE run where a dependency is unavailable). The commands that regenerate it:

pyt hon seed. py # build artifacts + |load chall enges
pyt hon denp. py # auto-solve + results/
SYNTHETIC FLAGS pytest -q # recorded: 11 passed (argon2 unavail abl e here)

The artefacts each figure and table above are drawn from:

TESTS 11/11 RECORDED RUN

B demo_transcript.txt — auto-solve + scores
m scoreboard_render.html — rendered scoreboard
B scoreboard_screenshot.png — Playwright render

Method & implementation

Scoring is CTFd-style dynamic decay: a challenge worth P base points decays toward a 50-point floor
as more players solve it, rewarding early solves; first blood is recorded per challenge. The /ctf/note
IDOR and robots endpoints are intentionally-vulnerable teaching challenges scoped to the CTF with
only planted flags.

Results
From results/demo_transcript.txt: the demo auto-solves and scores across three players.

Challenges / categories 8/ 4 (crypto, web, forensics, rev)

Demo scores alice 1110 (8), bob 638 (5), carol 357 (3)
Solves / first bloods 16/8

Correct flag +points, first_blood True

Re-submit solved already_solved, no double score

Security controls

SQL injection parameterised sqlite3 login-bypass test
) passwords / flags Argon2id / SHA-256 storage test
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KEY TAKEAWAY A working CTF platform with 8 provably-solvable challenges and CTFd-style

dynamic scoring — the suite auto-solves all 8 and proves SQLIi/XSS/rate-limit defences. saed
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Tests not re-run here — argon2-cffi is unavailable in this container and the app imports it at load. The

Cyber Security recorded run is 11 passed (~6.7 s), including test_every_challenge_is_solvable which programmatically
20 Codec Technologies India solves all 8. | verified the demo transcript and scoreboard artefacts are present and consistent.
Solvability all 8 challenges auto-solved + scored PASS
CTF P| atform Injection/XSS SQLi login bypass blocked, <script>  PASS
escaped
Flask CTF: 8 solvable Scoring rate-limit 429, no double-score, PASS
challenges, hardened tie-break
AT A GLANCE Access auth-gated submit, hashed-flag PASS
storage
8 Recorded total 11 tests 11/11
Challenges How | re-ran & verified in this container

pytest is not installed here, so | re-ran each suite with a small unittest-style runner that discovers
4 tests/test_*.py, resolves fixtures (conftest, module-level @pytest.fixture, tmp_path, monkeypatch,
Caisgaizs request) and records pass / fail / skip. | executed nothing against a network target — every project uses
localhost lab targets or synthetic data, and | kept it that way. Where a project imports a dependency that
is unavailable in this container, | did not fabricate a pass: | state that the tests were not re-run here and
cite the project's own recorded run instead.

Constraint here How | handled it

yes (auto-solved)

All solvable

SHA-256 only
Flag storage pytest not installed unittest-style runner over tests/
network targets never contacted; localhost / synthetic only
5/30s scapy / berypt / argon2 unavailable recorded run cited, not fabricated
Rate limit . . .
Real-tool mapping, limitations & next steps
11/11 The platform runs on SQLite for offline testability; the brief's Postgres stack ships in compose.
Flask on SQLite nginx + gunicorn + postgres docker compose up --build
no (argon2) ; Q, . g. — . F.) .p .
R h Argon2id hashing argon2-cffi unavailable in this container
e-run nere
VERDICT in-process rate limit Redis-backed limit shared across workers
TESTS 11/11 Jl RECORDED RUN Ethics, data integrity & declared substitutions
DEPENDENCY UNAVAILABLE Educational and defensive. The two intentionally-vulnerable endpoints exist only as CTF challenges
with synthetic planted flags and expose no real user data. All players and flags are synthetic. Declared

substitution: the app runs on SQLite here for offline testability; the docker-compose file includes the
brief's Postgres service, but wiring the app to Postgres is documented future work (the SQL is already
parameterised, so it is a localised change) not done here to keep the project runnable offline. run.py is a
dev server; production needs the Docker stack behind TLS.

SYNTHETIC FLAGS

Learnings

Making every challenge provably solvable by the test suite is a quality bar | now believe in — a CTF
challenge nobody can solve is a bug, not a puzzle. Treating the platform itself as a hardening exercise
(the same SQLIi/XSS/rate-limit defences the challenges teach) closed a satisfying loop between offence
and defence.

Honest limitations & data-integrity notes

Honest limitations of this build, and how it maps to production tooling:

The app uses SQLite here; Postgres is in compose but not yet wired (localised future work).
Rate limiting is in-process (per-worker); production should back it with Redis.
Challenges are beginner/intermediate by design (internship scope).

Dynamic CTFd-style scoring decays toward a 50-point floor as solves rise.

8 challenges across crypto, web, forensics, reversing; all provably solvable.

Only SHA-256(flag) is stored; compared with compare_digest.

The IDOR and robots endpoints are intentional challenges with planted flags only.
Flag submission is rate-limited 5 attempts / 30 s per (user, challenge).

8 challenges across crypto, web, forensics, reversing.

Demo scores: alice 1110 (8), bob 638 (5), carol 357 (3).

16 total solves; 8 first bloods recorded.

Correct flag awards points; re-submit is already_solved (no double score).

Only SHA-256(flag) stored; compared with compare_digest.

Dynamic scoring decays toward a 50-point floor as solves rise.

docker-compose ships the brief's nginx/gunicorn/postgres stack.

References: CTFd, OWASP Top-10, Argon2, Exif spec, Gunicorn.
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